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IN THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in 
the application. An identifier indicating the status of each claim is provided. 
Listing of Claims 

1-9 (canceled) 

10. (currently amended) An information processing device having first storage mean s and first 
d e coding m e an s for using e ncrypted information, an e ncrypt e d first key for d e coding th e 
information and a second key for decoding the first key so as to decode the 
infonnation, comprising: 

the first storage means , for storing an encrypted first key encrypted by a second 
key, the first storage means comprising^ 

first mutual authentication authentication means for carrying out mutual 
authentication with th e first d e coding means authenticating and generating a temporary key,! 

second storage means for storing the second key, second decodin g first 
encrypting/decrypting means for decoding decrypting the encrypted first key with the second 
key, and encryption means for encrypting the first key with the temporary key ?; and 

transmitting means for transmitting the encrypted first key with the 

temporary key; 

the first decoding means comprising! 
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second mutual-authentication means for carrying out miitual authentication 
authenticating the first storage means and sharing the temporary key with the first storage 
means; g enerating a temporary key, 

recei ving means for receiving the encrypted first key with the temporary 
key from the first storage means; and 

tte d second encrypting/decrypting decoding means for d e coding 
decrypting the encrypted first key with the temporary key^ and 

wherein the fe *H=th-decoding means for decoding decodes the information with the 
first ke y obtained by the second encrypting/decrypting means . 

1 1 . (currently amended) An information processing method for an information processing 
device having storage mean s and decoding means for using encrypted information, an encrypted 
fir s t k e y for decoding the information and a s e cond key for decoding the first key so as to decode 
th e information, comprising: 

a first storage step of storing an encrypted first key encrypted by a second key; 

th e storag e m e ans including a first mutual authentication step of carrying out 
mutual authentication with the decoding means for authenticating the first storage step and 
generating a temporary key^ 

a storage step of storing the second key, 

a first d e codin g encrypting/decrypting step of d e codin g decrypting the encrypted 
first key with the second key, and an e ncryption step of encrypting the first key with the 
temporary key^ 

transmitting the encrypted first key with the temporary key; 
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a the decoding means includin g first decoding step that includes a second mutual 
authentication step of carrying out mutual auth e ntication with authenticating the first storage 
means step and for sharing the g enerating a temporary ke y with the first storage step;; 

receiving the encrypted first key with the temporary key; 

a second decodin g encrypting/decrypting step of decodin g decrypting the 
encrypted first key with the temporary key;? and 

a second tfed^decoding step of decoding the information with the first key 
obtained by the second encrypting/decrypting step . 

12. (currently amended) A program providing medium for providing a computer-readable 
program with respect to an information processing device having storage means and decoding 
means for using encrypted information, an encrypted first key for decoding the information and a 
KflnnnH Icay for decoding the first key so as to decode the information; comprising: 

the program causing the storag e m e ans to execut e proc e ssing comprising: 

a first storage step of storing an encrypted first key encrypted by a second key; 

a first mtrttml-authentication step of carrying out mutual auth e ntication with the decoding 
means- authenticating and for-generating a temporary key; 

a storag e step of storing th e s e cond k e y; 

a first decodin g encrypting/decrypting step of encrypting/decrypting decoding the 
encrypted first key with the second keyt and for an e ncryption st e p of encrypting the first key 
with the temporary key; 

transmitting the encrypted first key with the temporary key; 

the program causing the decoding means to execute processing comprising: 
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a second mutual authentication step of carrying out mutual authenti cation authenticating 
with the first storage step means and for sharing the temporary key with the first storage step 
generating a temporary key ; 

receiving the encrypted first key with the temporary key from the first storage step; 

a second encrypting/decrypting decoding step of decodin g decrypting the encrypted first 
key with the temporary key; and 

a third decoding step of decoding the information with the first ke y obtained by the 
second encrypting/decrypting step . 

13-38 (canceled) 

39. (currently amended) An information processing device for processing data d e coding and 
using encrypted information, the device comprising: 

permission information generation means for generating permission information of the 
data or updating the permission information for processing the data information indicating a 
p e rmission condition for th e use of th e information ; 

authentication information generation means for generating authentication information of 
th e information indicating the permission condition information ; and 

storage means for storing the authentication information. 

40. (original) The information processing device as claimed in claim 39, wherein the storage 
means has a tamper-resistant structure. 
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41 . (currently amended) An information processing method for processing data decoding and 
using encrypt e d information, th e method comprising : 

a permission information generation step of generating permission information of the 
data or updating the permission information for processing the data information indicating a 
permis s ion-condition for the use of the information ; 

an authentication information generation step of generating authentication information of 
the information indicating the permission condition information ; and 

a storage step of storing the authentication information. 

42. (currently amended) A program providing medium for providing a computer-readable 
program which causes an information processing device for processing data decoding and using 
e ncrypted information to execut e processing comprising: 

a permission information generation step of generating permission information of the 
data or updating the permission information for processing the data information indicating a 
permission condition for the u s e of the information ; 

an authentication information generation step of generating authentication information of 
the information indicating the permission condition information ; and 

a storage step of storing the authentication information. 

43. (currently amended) An information processing device for storing information to a loaded 
^information storage medium and using the information, the device comprising: 

interfacing means for interfacing with the information storage medium; 



-7- 



00233900 



. " PATENT 

450101-02142 

authentication information generation means for generating authentication information of 
the information r e lat e d information necessary for the use o f as a result of calculating the 
information; 

storage means for storing the authentication information; 

verification means for generating another authentication information by the 
authentication information generating from the related information and verifying coincidence 
with the authentication information stored by the storage means; and 

control means for storing the information to the information storage medium according to 
the coincidence. 

mutual authentication means for carrying out mutual authentication with the information 
storage medium. 

44. (canceled) 

45. (original) The information processing device as claimed in claim 43, further comprising 
encryption means for encrypting the authentication information. 

46. (original) The information processing device as claimed in claim 45, further comprising 
decoding means for decoding the encrypted authentication information stored by the storage 
means. 
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47. (currently amended) An information processing method for an information processing 
device for storing information to a load e d an information storage medium and using the 
information , the method comprising: 

an interfacing step of interfacing with the information storage medium; 
an authentication information generation step of generating authentication information of 
the related-information necessary for th e us e o f as a result of calculating the information; 
a storage step of storing the authentication information; 

a verification step of generating another authentication information by the authentication 
information generation step from the r e lated information and verifying coincidence with the 
authentication information stored at the storage step; and 

a controlling step of controlling storage of the information to the information storage 
medium according to the coincidence. 

a mutual authentication step of carrying out mutual authentication with the information 
storage medium. 

48. (currently amended) A program providing medium for providing a computer-readable 
program which causes an information processing device for storing information to a loaded an 
information storage medium and using th e information, to execute processing comprising: 

an interfacing step of interfacing with the information storage medium; 

an authentication information generation step of generating authentication information of 
related information nec e ssary for the use of the information as a result of calculating the 
information; 

a storage step of storing the authentication information; 
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a verification step of generating another authentication information by the authentication 
information generation step from th e r e lated information and verifying coincidence with the 
authentication information stored at the storage step; and 

a controlling step of controlling storage of the information to the information storage 
medium according to the coincidence. 

a mutual authentication step of carrying out mutual authentication with th e information 
storage medium. 

49. (currently amended) An information storage medium for storing encrypted information and 
being load e d on an information processing device, the medium comprising: 

interfacing means for interfacing with the information storage medium; 

authentication information generation means for generating authentication information of 
related information nece s sary for the use of the information as a result of calculating the 
information; 

storage means for storing the authentication information; 

verification means for generating another authentication information by the 
authentication information generating from the related information and verifying coincidence 
with the authentication information stored by the storage means; and 

control means for storing the information to the information storage medium according to 
the coincidence. 

mutual authentication means for carrying out mutual authentication with the information 
processing device. 
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50. (original) The information storage medium as claimed in claim 49, further comprising 
encryption means for encrypting the authentication information. 

51. (original) The information storage medium as claimed in claim 49, further comprising 
decoding means for decoding the encrypted authentication information stored in the storage 
means. 

52-58 (canceled) 

59. (currently amended) An information processing device for processing data stored in an 
external storage medium storing predetermined information to an external storage medium 
loaded th e r e in, and for decoding e ncrypt e d information and u s ing th e d e coded information, the 
device comprising: 

interfacing means for communicating with the external storaee medium; 

mutual authentication authenticating means for carrying out mutual authentication 
authenticating witb-the external storage medium load e d ther e in; and sharing a predeterm ined key 
with the external storage medium; 

encrypting encryption means for encrypting the data p redet e rmined information with the 
a-predetermined ke y; and 

transmitting the encrypted data via the interfacing means to the external storage medium . 

60. (original) The information processing device as claimed in claim 59, wherein the 
predetermined key is a public key of a management device managing the information 



-11- 



00233900 



PATENT 
450101-02142 



processing device. 

61 . (currently amended) An information processing method for an information processing 
device for processing data stored in an external storage medium storing pred e t e rmin e d 
information to an external storage medium loaded th e rein, and for decoding encrypted 
information and using the decoded information, the method comprising: 

a communicating step of communicating with the external storage medium; 

an authenticating a mutual authentication step of carrying out mutual auth e ntication 
authenticating wkh-the external storage medium loaded therein; and sharing a predetermined key 
with the external storage medium; 

an encryption step of encrypting the data p redetermined information w ith a-the 
predetermined ke y; and 

a transmitting step of transmitting the encrypted data via the communicating step to the 
external storage medium . 

62. (currently amended) A program providing medium for providing a computer-readable 
program which causes an information processing device for processing data stored in an external 
storage medium storing pr e d e termin e d information to an ext e rnal storage m e dium load e d th e r e in 
and for decoding encrypted information and using the decoded information, to execute 
processing comprising: 

a communication step of communicating with the external storage medium; 
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an authentication a mutual authentication step of carrying out mutual authentication with 
authenticating the external storage medium loaded th e rein; and sharing a predetermined key with 
the external storage medium; 

an encryption step of encrypting the data p redetermin e d information with a the 
predetermined key; 

a transmission step of transmitting the encrypted data via the communication step to the 
external storage medium . 

63- 67 (canceled) 

68. (new) The information processing device according to claim 10, wherein the first storage 
means is tamper-resistant. 

69. (new) The information processing device according to claim 39, wherein the authentication 
information generated and stored in the storage means is compared with authentication 
information when the data is processed. 

70. (new) The information processing device according to claim 39, wherein the data is a 
content and permission information is a license of the content. 

71. (new) The information processing device according to claim 39, wherein the authentication 
information generation means calculates a hash of the permission information. 
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